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ABSTRACT

This project presents a recovery technique of a corrupted video file using the
specifications of a codec used to encode the video data. In case of storage, the video files are
stored as per the optimum, software architecture plans. Hence it is proposed to use, frame based
approach to reconstruct a corrupted video. The proposed approach uses an intelligent method of
using K++ clustering algorithm, to segment the reconstructed frame. In case of bad
reconstruction, probably it may give more number of clusters. Hence number of clusters obtained
is kept as threshold. Moreover, addresses how to extract video frames from a portion of video to
be restored is done through a linear regression based analysis. Also the scheme may be used as
how to connect extracted video frames together according to the codec specifications. In
forensics, recovery of a damaged or altered video file plays a crucial role in searching for
evidences to resolve a criminal case. Videos are played based on the fast running of individual
images at the rate of minimum 17 frames per second. Experiment results are to be verified with
MATLAB 7.12 with video and image processing tool box.

video data recorded about criminal, video
data restoration and video file carving has
been actively studied [4]-[6].

Recently, a large amount of video contents Most
have been produced in line with wide spread
of surveillance cameras and mobile devices
with  built-in  cameras, digital video
recorders, and automobile black boxes.
Recovery of corrupted or damaged video
files has played a crucial role in role in
digital forensics [1]-[3]. In criminal

INTRODUCTION

existing video data restoration
techniques attempt to restore the source data
using meta-information recorded in the
header of a file system [7], [8]. The meta-
information of file system contains file
information such as file name, time of
modification, physical location, link, etc.
When the operator deletes a file, the

Tvestlgatlo(rj]g, \]qdeo da'_tg reco_rded tor; corresponding file information in the meta
Storage media ofen provide an importan information of file system is updated as

evidence of a case. As an effort to search for deleted although the video contents
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physically remain in the medium. Even
though a video content exists in the media, it
is challenging to recover the video data if
the relevant meta-information is removed or
altered.  Conventional file restoration
techniques find the meta information of the
deleted files to search for physical locations
containing the actual file contents. However,
the file cannot be restored if not all the file
links are connected. Since a video file
typically has a large volume of the data, it is
highly likely to be fragmented although the
meta-information remains in the file header
[9], [10], [11]. When part of the file was
overwritten, restoration of a video file with
meta-information only may not be
successful in most situations [12]. To tackle
these problems, various techniques have
been proposed by which if the file start
markers and end markers are discovered
based on the file signature, relevant data are
collected to restore the video data [12]—[15].

Signature-based file restoration techniques
search for the start marker (header) and the
end marker (footer) to find a valid
connection of the regions containing the
header and the footer [16]. To increase the
accuracy of the connection of the header and
the footer regions, they wused other
information such as maximum size,
embedded length recorded in the header.
The analysis of the signature may offer a
low success rate in video file restoration,
when there are many file fragments and
when some of them are overwritten.
Especially, in the case a portion of a video
file is overwritten, restoration of the video
data using the file unit can be almost
impossible because validation of restored
file is failed by partially overwritten of
restored file [17].
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In this view point, we extend technique from
conventional signature-based file restoration
technique.1 This paper proposes a technique
to restore the video data on a frame-by
frame basis from its corrupted versions
where the video data has been significantly
fragmented or partly overwritten in the
storage media. A video data consists of a
sequence of video frames as the minimum
meaningful unit of video file. The proposed

method identifies, collects, and connects
isolated video frames using the video codec
specifications from non over written

portions of the video data to restore a
corrupted video file.

The proposed technique restores the video
data in a frame unit, not in a file unit. This is
a simple, yet powerful video data restoration
method that can recover a portion of the file
even when a complete restoration of the file
iIs not possible. The proposed frame-based
video data restoration scheme can restore the
video regardless of a file system. This
approach can restore a video data from
fragmented data stored on a corrupted or
damaged video file. Since large size
multimedia file tend to have a large amount
of fragments [13], a file based restoration
technique may not be successful. File-based
restoration of conventional methods is
extremely difficult if the physical locations
of all fragmented data are unknown or a part
of file is overwritten.

The proposed method restores a corrupted or
damaged video file using each video frame,
the minimum unit of video file, using the
index data on the disk area. In the region to
restore, we extract the part of the data that
can possibly be frame to do decoding. Then
we collect the frames that can be connected
after decoding to restore the video data.
When a large amount of fragments exist and
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even when a part of file is overwritten, we
can collect and connect remaining video
frame to restore a video data. The technique
consists of extraction phase and connection
phase of relevant video frames. The
extraction phase uses the video codec
specifications to extract a set of video
frames from the storage media. In the
connection phase, the restored video frames
are used to group and connect relevant video
frames using the specifications of the video
file used.

K++ means clustering

Over half a century old and showing no
signs of aging, k-means remains one of the
most popular data processing algorithms. As
is well-known, a proper initialization of k-
means is crucial for obtaining a good
solution.

The  recently  proposed  k-means++
initialization  algorithm achieves  this,
obtaining an initial set of centers that is
provably close to the optimum solution. A
major downside of the k-means++ is its
inherent sequential nature, which limits its
applicability to massive data: one must make
k passes over the data and a good initial set
of centers. In this work we show how to
drastically reduce the number of passes
needed to obtain, in parallel, a good
initialization. We prove that our proposed
initialization algorithm k-means|| obtains a
nearly optimal solution after a logarithmic
number of passes, and then show that in
practice a constant number of passes
success. Clustering is a central problem in
data management and has a rich and
illustrious history with literally hundreds of
different

algorithms published on the subject. Even
so, a single method | k-means | remains the
most popular clustering method; in fact, it
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was identified as one of the top 10
algorithms in data mining [34]. The
advantage of k-means is its simplicity:
starting with a set of randomly chosen initial
centers, one repeatedly assigns each input
point to its nearest center, and then re-
computes the centers given the point
assignment. This local search, called Lloyd's
iteration, continues until the solution does
not change between two consecutive rounds.
The k-means algorithm has maintained its
popularity even as datasets have grown in
size. Scaling k-means to massive data is
relatively easy due to its simple iterative
nature. Given a set of cluster centers, each
point can independently decide which center
is closest to it and, given an assignment of
points to clusters, computing the optimum
center can be done by simply averaging the
points. Indeed parallel implementations of k-
means are readily available (see, for
example,  cwiki.apache.org/MAHOUT/k-
meansclustering.html). From a theoretical
standpoint, k-means is not a good clustering
algorithm in terms of efficiency or quality:
the running time can be exponential in the
worst case [32, 4] and even though the final
solution is locally optimal, it can be very far
away from the global optimum (even under
repeated random initializations).
Nevertheless, in practice the speed and
simplicity of k-means cannot be beat.
Therefore, recent work has focused on
improving the initialization procedure:
deciding on a better way to initialize the
clustering  dramatically  changes the
performance of the Lloyd's iteration, both in
terms of quality and convergence properties.

A important step in this direction was taken
by Ostrovsky et al. [30] and Arthur and
Vassilvitskii [5], who showed a simple
procedure that both leads to good theoretical
guarantees for the quality of the solution,
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and, by virtue of a good starting point,
improves upon the running time of Lloyd's
iteration in practice. Dubbed k- means++, the
algorithm selects only the firrst center
uniformly at random from the data.

Each subsequent center is selected with a
probability proportional to its contribution to
the owerall error given the previous
selections (we make this statement precise in
Section 3). Intuitively, the initialization
algorithm exploits the fact that a good
clustering is relatively spread out, thus when
selecting a new cluster center, preference
should be given to those further away from
the previously selected centers.

Algorithm

Algorithm 1 k-means++(k) initialization.

1: C +— sample a point uniformly at random from X
2: while |[C| < k do

3:  Sample = € X with probability
4 C—CuU{x}

5: end while

dz[a‘.(_‘}
&x (C)

SUMMARY OF PREVIOUS WORKS

Recovery of damaged or corrupted video
files obtained from a crime scene or a
disaster site has provided a key evidence to
resolve the cause. Conventional technigques
for video file restoration use the meta-
information of the file system to recover a
video file stored in a storage medium such
as a hard drive or a memory card [8]. The
file system meta-information contains the
information such as the address and the link
of a video file that can be used for file
restoration. Carrier [8] proposes a file
restoration tool based on the file system,
which was implemented in a software
toolkit, The Sleuth Kit [20]. This program is
based on the information from the file and
directory structure of a storage filesystem.
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Video file restoration may not be possible
with such techniques, however, when the
file system meta-information is not
available. Thus, attempts have been made to
restore the video data from video contents,
rather than the meta-information of a file
system.

The earlier works presents a technique to
restore damaged or corrupted video files
irrespective of a file system. The signature-
based video restoration technique proposes
File Carver [16] to address this problem.
This method creates a database of the file
header (beginning mark of file) and footer
(the end mark of file), and define a set of
rules for a specific file type. Signature-based
file recovery techniques

do not require file system information,
which can be applied to a video file with no
meta-information because of file system
change and reformatting of a storage
medium.  Signature-based file recovery
techniques identify the fragments from the
bytesequence (or magic bytes) containing
file header or footer. Scalpel [16] does not
rely on a file system to restore a video file.
This technique requires an indexing step to
find the file header and footer from a whole
disc as well as a restoration step to recover
indexed header and footer. We do note use
file system metadata to restore the data
between the header and footer to a file. This
method is limited to the cases when the files
are unfragmented. This method does not
recover partially overwritten video files.
Garfinkel [13] utilizes additional
information stored in the file to extend the
idea to  signature-based  restoration
techniques. For some files, file header may
contain the information of file size or length.
When the file footer does not exist, they can
use this information to extract a file. A video
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file can be restored using Bifragment Gap
Carving [13].

. In general, the signature-based file carving
techniques mentioned above consist of the
following three steps [2]. 1) Identification
Phase: To identify a video fragment in a
storage medium and to connect it to the
previous fragment.

2) Validation Phase: To validate if all
connected video fragments successfully
forma playable video file.

3) Validate by Human Expert: To sort out
false positive video segments by human
expert.

The validation step checks if a restored
video file is a playable video file.
Conventional file-based video restoration
techniques may fail to validate a restored
video when a part of video is overwritten
[17]. On the other hand, the proposed frame-
based method carry out video restoration
frame by frame, and is therefore applicable
to restoration of partially overwritten video
file.

PROPOSED SYSTEM

The major aim is to convert the data in
sequence into a readable video format. The
process includes first, the construction of a
frame. Here a method regression is followed
to linearise the image content as per the
content available. To perform this, a median
value is filled in the place of missing bytes.
Once the frame is extracted, the total frames
available are now subject to adaline
algorithm to verify the truthness of
sequential content. The cluter results of each
frame are compared with their cross
correlation coefficients. The matching
cluster, or slightly varying frames are
arranged in sequential manner and finally
the image frames are written as a video

L
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format file. Inititally an image frame is first
constructed using linear filtering(after a
matrix is constructed). The linear filtering
based on regression is shown below.

Video Settings:
BitsPerPixel = 24
FrameRate = 25
Height = 480
NumberOfFrames = 84
VideoFormat = RGB24

Width = 640

leiel « e

Fig.2 Snapshot of video selection

Layer 1 gray
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Fig.3a.Gray converted Red layer
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MERITS IN PROPOSED WORK

* INNOVATIVE ALGORITHM IS
USED

« RETRIEVAL POSSIBILITY IS
INCREASED

« ADALINE ALGORITHM ACTS
AS VIDEO ENHANCEMENT
TOOL.

* REGRESSION METHODS ACTS

. AS IMAGE ENHANCEMENT
Fig.3b.Gray converted Green layer TOOL

Layer 3 gray
T ~—de

CONCLUSION

This project presents a video restoration
technique for fragmented and partially
overwritten video files. The proposed
technique guarantees the integrity of the
restored frames because video files have the
minimum number of frames to offer
evidence. Large-size video files are often
fragmented and overwritten. Many existing
file-based techniques could not restore
Fig.3c.Gray converted Blue partially_ (_)verwritten video fi_Ies. Unlike

most existing methods that use file format or

file system meta-information, the proposed

technique restores the data according to the
i T -omm minimum meaningful frame unit. Therefore,
» the proposed method restores almost frames
in damaged or corrupted video files without
being affected by the number of
fragmentations.
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